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Executive Brief
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Assessment Checklist

02. ThreatARMOR I8 R 28 2t 55 B8

Assessment BB # , 18 ThreatARMOR
RITERBNZEEHETEFSE , BRARBATRRESR  shEREE. £, BIBbhee0.

BRE @ FEmERREIR KIREH

BN E Internet Edge. Firewall & / #. Core. Data Center, % X% HERHERERR

EEER Inline Blocking, Mirror / Monitor, Bypass, HA sE#IE 1#:82 Rollback 5t &

BERE IP. Domain, FQDN, URL. GeolP, FAIEEIR /b, HEE BREBEE

BB Blocked Connections, System Events, Rap Sheet, SIEM B EREER
Forwarding

BB RR R Firewall, IPS, WAF, SOC. NDR. SIEM, Threat Intel & BommEEE

QSEC 2% : TRMMEBBEREAFAE  BREBARE. EREFHERERE K REKM
ThreatARMOR # SOC R ESEHEHIF AR,



QSEC Global | Ixia ThreatARMOR Replacement Planning Guide

03. HFRENHEK

ThreatARMOR A EE BB RE VMM ZIFEEE , S SBEEH. PABEI%EE. [IBEWR, Firewall
HEEBAFES,

— p—

RBEEE P EER RS KA ER , B R Firewall LUEEBHERE / Inline P ETZR1E 5 # Firewall
EEARERELY a8

ATl / GeolP 1B EE# HREER, KRR EEEANIEEHE BABREEBCEREFEZEIRE

Rap Sheet Ei% RESHRA., FAEREERRTEYE Y SOC WAEMHMVERRERN

On-box / Off-box Logging #:¥5 SIEM, Syslog, EHRFHEEHER RE SIEM W HEE S BRRRA

Firewall Complement 21K Firewall B REHEREH LA Firewall 81 / B2 EBER D EHE



QSEC Global | Ixia ThreatARMOR Replacement Planning Guide

04. BZ B RERE

ThreatARMOR BEREBEBEETEERZELFRVNERER , MEZEH MR Firewall 87, Firewall . Mirror
Mode EZ Inline Blocking & &% T,

Firewall &7 Inline FEEEEEEE A Firewall B 5t FE B Bypass, HA. Rollback, #iZE%& OEHRE

Firewall # Mirror / Monitor ~ %£BEEADEEHRE, C2, EXERELERE ES PoC, HEXEAERENHE

B BB FEERREASREREERATRE SOC EENEHEAMBESTS T
PREEEE BEEZ24E TAP / Packet Broker / SPAN RO RER, HExBMETERH

B BE HEE : Inline Blocking, Mirror Mode, Bypass. Threat Intelligence, GeolP, IP/Domain/
FQDN / URL, Syslog/SIEM, API Integration, Firewall Bf;. SOC E4EHE,



QSEC Global | Ixia ThreatARMOR Replacement Planning Guide

05. PoC Bns8 E B}

PoC FELL ThreatARMOR
BEZ2EBARELL , MTRAMEENT. BEREAERAZER, Firewall T8, SIEM
SHEASRERREEARE.

° [AEF% : = IP. Domain, FQDN. URL. GeolP iR AIEEIXR / BB KRB E Ko
* MEERRE : Inline RXTREHFRIEERREFERE , BEFEEBRRK

* H#B® : Blocked Connections, RifEEHELPEENRE 2B REIEXE SIEM,

* HEMWE : Firewall / SIEM EBE2RAE T , SOC REARERREEESH.

* {HER : Bypass, HA. #E{I#iEE Rollback RE A& EEER,

EHE BiBEE

FRETRE BIRBE AR EREER L BERE / FISBRETE,
BEsA AM SIEM TiZR M ERM{ , SOC ATBRHEEHERR,
Firewall & W S ARERE R R EIE | Firewall BEEEE TR,

EELE i, MR, BERERTRRRELE,



QSEC Global | Ixia ThreatARMOR Replacement Planning Guide

Execution Roadmap
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Suggested Timeline
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Risk Control
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Planning Worksheet
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Common Questions
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